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// Insights into future research
Software-driven autonomous and hete-

rogeneous systems are becoming widely 

available as an open-ended collection of 

systems, collaborating to improve our 

lives. However, our world is dynamic, 

user behaviour changes and computer 

and communication infrastructures fail 

due to unforeseen events, including mal-

icious attacks. Consequently, the need 

for our technical systems to automati-

cally adapt to new situations and coun-

ter unforeseen events and deal with im-

precise data is increasing considerably.

To achieve their full potential, these ad-

aptive autonomous systems must be re-

silient, i.e., they must continue to pro-

vide the required functionality despite 

the uncertainty, change, faults, failure, 

adversity, and other (anticipated and un-

foreseen) disruptions present in their 

real-world operating environments. Nu-

merous methods for developing resilient 

(adaptive) autonomous systems have 

been independently proposed or are 

being explored by different projects 

worldwide. 

The ability of adaptive autonomous sys-

tems to achieve their goals in open real-

world environments can be further in-

creased by making them antifragile. An-

tifragile systems benefit from exposure 

to uncertainty and disruption, by lear-

ning from encounters with such difficul-

ties, so that they can handle future oc-
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currences of similar types of uncertainty 

and disruption faster, more efficiently, 

with less loss of functionality and lower 

user impact, etc. The inspiration for anti-

fragility comes from nature, where anti-

fragile systems are ubiquitous. For exam-

ple, the immune system responds to ex-

posure to pathogens by producing anti-

bodies that help protect against future 

infections. The engineering of adaptive 

autonomous systems with analogous 

antifragility capabilities has been advo-

cated recently but this promising re-

search area is currently underexplored. 

Despite recent advances in autonomous 

technologies, the research on resilient 

adaptive autonomous systems remains 

fragmented, and the research on antifra-

gile autonomous systems is in its in-

fancy. As these closely related research 

areas play a key role in the realisation of 

the societal and economic benefits of 

autonomous systems, it is now key to 

devote effort and to identify synergies 

across these disciplines to shape the re-

search in the next future.
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